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This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Spreadsheet Notices of Penalty in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2017017060 Yes  Yes Yes    Yes Yes    Category 1 – 3 years; Category 2 
– 12: 2 years 

 

 

https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/CEII%20Justification%20Document.pdf
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ReliabilityFirst Corporation (ReliabilityFirst)   Settlement Agreement (Neither Admits nor Denies)            CIP 

NERC Violation ID Reliability 
Standard Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery Mitigation  

Completion Date 

Date Regional Entity 
Verified Completion of 
Mitigation  

RFC2017017060 CIP-010-2 R2 Medium Severe 
7/1/2016 (when the Standard 
became mandatory and enforceable 
on the entity) 

8/1/2017 (the date the entity 
completed milestones in its 
Mitigation Plan necessary to 
correct all instances of non-
compliance) 

Self-Report 2/13/2018 10/29/2018 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 
 

On February 16, 2017, the entity submitted a Self-Report to ReliabilityFirst stating that, as a , it was in violation of CIP-010-2 R2. 
 
On November 30, 2016, as part of compliance governance enhancements, the entity’s IT  Team identified device types that were not being properly monitored for baseline 
configuration changes in accordance with the entity’s documented program.  This program permitted the use of baseline configurations by device type or group for purposes of the configuration change 
management activities required by CIP-010-2 R1.  While this is permissible under CIP-010-2 R1, the group baseline must accurately reflect the baselines for every individual device within that group.  
 
However, personnel improperly assumed that this same approach could be used for monitoring baselines changes under CIP-010-2 R2.  In other words, they incorrectly assumed that monitoring one device 
within a device type or group would be representative of all devices within that type or group.  This is not permitted by CIP-010-2 R2.  As a direct result of this error, as changes were made to individual 
devices within a group, the entity did not identify or update the baseline to reflect these changes across all devices within a device type.  Thus, there were discrepancies between individual device baselines 
and the documented group baselines required by CIP-010-2 R1. (The entity identified this issue in the original self-report.  It stemmed from the same errors the entity made in its baseline monitoring 
program.  The entity did not submit a separate self-report because these additional issues were the direct result of the overarching problems with its baseline monitoring program.)  Recognizing the error 
in approach to monitoring individual devices within a device type, the entity’s IT  Team reviewed the baseline monitoring program by performing a full extent of condition review of 
the entity’s configuration monitoring practices, including checking for individual differences in device baseline configurations. Specifically, the entity identified  device types for which individual device 
baselines did not match actual device configurations, including:  

(a.)  This device type included multiple devices with the same Operating System, but different functions.  Consequently, different software and services were observed.   
(b.)  A list of baseline processes and software was not complete for this device type.  As a result, there were instances where a single process or software component was not accounted 
for.  
(c.)  A list of baseline processes and software was not properly maintained for this device type.  In addition, baselines should have been updated after planned baseline impacting 
changes were performed to the device type.  
(d.)  A list of baseline processes and software was not complete for this device type.  
(e.)  Firmware variances were unique to this device type.  Issues were due to the manner in which firmware was documented in the official baseline document.  
(f.)  Software versions were not consistent between baselines and actuals.  Additionally, this analysis led to the conclusion that this device type should be separated into another 
device type.   
(g.)  A list of baseline processes and software was not complete for this device type.  
(h.)  The variances in this device type were primarily due to common software components and processes not being documented in the original baseline.  However, there was only 
one device within this device type, and it has since been retired and is no longer in the NERC CIP environment.  
(i.) : the entity was performing a major upgrade to the .  Changes had not been completely implemented across the 
platform.  These changes were all part of the planned upgrade.  
(j.) : A list of baseline processes and software was not complete for this device type.  
(k.) : A list of baseline processes and software was not complete for this device type.  
(l.)  The servers were installed at the same point in time.  Initial baselines 
were developed before the system went live.  However, the documented baselines were not updated after system hardening activities were performed prior to go live. 

 
Additionally, the entity’s errors in its baseline monitoring program also led to additional errors within port setting justifications under CIP-007 R1 and within change authorization under CIP-010 R1. (The 
entity identified these additional issues in its Self-Report, as they stemmed from the same errors the entity made in its baseline monitoring program.  The entity did not submit separate Self-Reports because 
these additional issues were the direct result of the overarching problems with its baseline monitoring program.)  For the port setting issue, the entity identified 11 device types that had missing logical ports 
documentation, including ports justifications, in systems of record for baseline documentation.  For the change authorization issue, the entity identified 10 potential missed change authorization instances 
where the change management ticket for the planned work was not fully approved before the change was promoted to the production environment. 
 
The root cause of this violation was the lack of clear documentation in the entity’s procedure for baseline configuration and management, and a lack of consistent implementation of the entity program that 
resulted from the lack of clear procedural documentation.  This unclear process documentation led employees to make incorrect assumptions regarding configuration baseline monitoring implementation 
and to create steps contrary to the intent of the procedure.  This incorrect monitoring directly led to the additional issues with baseline discrepancies, port justifications, and change authorization.  This 
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with the changes; and 
10) conducted quality review and sampling of changes and ongoing performance (baseline updates, authorizations, baseline monitoring). 

Other Factors 
 

ReliabilityFirst reviewed the entity’s internal compliance program (ICP) and considered it to be a mitigating factor in the penalty determination.   
  Specifically, ReliabilityFirst determined that over 90% of the noncompliance since  were self-reported.  

ReliabilityFirst also determined that the average number of days from the start of a noncompliance to the date that the  report that noncompliance to ReliabilityFirst has decreased 
significantly since    
 
Additionally, ReliabilityFirst recognized the fact that the  discovered this issue as a result of its effective internal compliance program.  Specifically, in preparation for CIP Version 5 
implementation, the  sought to consolidate the individual configuration monitoring processes of each business unit.  During that consolidation effort, the  discovered 
the current issue at  only.  Moreover, while they do not constitute above and beyond actions, the entity implemented several organizational and procedural enhancements,  

, in response to the present issue which are indicative of the entity’s strong culture.  Specifically, the entity’s IT  engaged the software vendor to address 
installed software differences to determine whether software could be removed for system hardening.  This work was included in the Mitigation Plan and was aimed at reducing the entity’s risk profile 
during mitigation of the issues.  During this time, a test cycle of the new configuration monitoring process was deployed.  After determining that the new configuration monitoring test cycle was 
successful,  deployed the same configuration monitoring program in place at the other business units , sixty (60) days before its committed completion date in the 
Mitigation Plan. 
 
Following the completion of the mitigation, the entity also took additional significant steps to further improve compliance oversight in its corporate CIP  Program.  
These efforts include resource enhancements to provide dedicated compliance oversight staff assigned to review the work performed by the IT  team.  The additional actions represent 
an important investment in compliance assurance benefiting the entity.  Under the entity’s prior structure,  dedicated Full Time Equivalent personnel (FTEs) were within IT  and 
charged with compliance oversight for all CIP standard requirements applicable, including CIP-010. Under the revised  compliance oversight organization, the entity benefits from an additional five 

 
 
Taken together, these facts are indicative of a strong internal control program focused on preventing, detecting, and correcting noncompliance.  Accordingly, ReliabilityFirst awarded mitigating credit for 
the entity’s ICP. 
 
ReliabilityFirst considered the entity’s CIP-010-2 R2 compliance history in determining the penalty.  ReliabilityFirst determined that the entity's compliance history should not serve as a basis for 
aggravating the penalty because the prior noncompliance was the result of a different root cause.  

 




